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TRAINING NOTES

&

RadioSafetyNet OPERATING GUIDELINES AND PROTOCOLS

SafetyNet is a security radio system developed for the Home Office and successfully adopted in many town and city centres as a part of a proactive crime reduction package.  
In Lambeth, initial and follow up training is provided and we encourage members use radios to communicate effectively with each other, town centre management and the police.

Central to the system is the ORANGE PANIC BUTTON.  Once depressed this button will activate an audible alarm in the Lambeth CCTV Control Room.  Operators will immediately be placed in contact with the radio user and will turn CCTV cameras in the location of the radio handset to cover the premises and surrounding area.  This emergency button should only be used when you and other staff are unable to deal with an incident and are placed in an emergency situation. 

When activated it is most important that you are familiar with basic radio procedure as this will assist the CCTV suite operators and police officers based in the CCTV control room in dealing effectively with the emergency you have identified.

There are five town centres in Lambeth and each will have a separate radio frequency.  SafetyNet monitors all these systems simultaneously.  Operators in the CCTV suite may at any time be listening to one of the town centre radio frequencies. 

RadioSafetyNet PROTOCOL

A protocol has agreed by LBAC, Lambeth Borough Police, Lambeth Council and SO7, the Flying Squad for use of the CCTV – Radio link in Lambeth. Copies of this protocol are available on request.

The activation of the personal attack or orange panic button indicates an Incident requiring immediate response and should be referred to the police by radio.  An audible alarm/message will sound in the CCTV suite and operators will follow SafetyNet terminal on screen instructions. 

Personal attack or orange panic button activation must meet one of the following criteria:

1. Threat to life or limb. 

2. Armed robbery in progress.

3. Intimation of a weapon.

4. Serious Crime in progress.

5. Where the circumstances of the incident warrant an immediate referral to the police.

6. In the case of licensed premises and retail premises where the incident can no longer be safely managed by security staff and where members of staff and/or members of the public are placed at risk of violence to the person and an immediate referral to the police and police response would contribute to public reassurance.

The responsibility for deciding upon the above criteria will remain with a coordinating group composed of CCTV, Police and LBAC. 

Police and CCTV participation is purely voluntary and we rely on their support to make Lambeth safer.  Only members Lambeth Business Against Crime Scheme and partnership may have access to the Lambeth RadioSafetyNet.  

OPERATIONAL GUIDELINES

	DO
	Be clear that your primary objective is the safety of yourself, your customers, your staff and the security of your premises.

	DO
	Monitor the radio and respond to calls when appropriate and note any circulation of messages.

	DO
	Comply with basic radio procedures and guidelines.

	DO
	Inform Police of incidents, most especially those involving crime or disorder

	DO
	Comply with instructions given by the Police in respect of such incidents

	DO
	Provide clear information concerning the incident and regular updates

	DO
	If you enter other premises or radio users location in response to an incident inform them as soon as practicable and comply with any instructions they may give you.

	DO NOT
	At any time place yourself or any other person in any unnecessary danger through any incident.

	DO NOT
	Become involved in incidents unconnected with yourself or your premises, unless requested to do so by the police, the party dealing, or in response to an emergency situation; for example a major incident.

	DO NOT
	Use any sexist, racist or other discriminatory expressions. NOTE: To do so renders you liable to immediate expulsion from the LBAC Scheme and the Lambeth RadioSafetyNet.  Transmissions are held on file for 6 months and will be used to support prosecution by the CPS for hate crime.


CODE OF PRACTICE – RADIO USE

CLARITY

There must be no ambiguity or misunderstanding in any message passed over the air.

Absolute clarity is of paramount importance and cannot be overemphasised. In normal radio mode you must hold the radio microphone near your mouth and press the transmission button firmly. Speak normally and do not shout.

Identify yourself clearly and this identification should be repeated twice at the start of your message to ensure that all the recipients are aware of the identity of the caller.
TEST CALLS

It is strongly recommended that you conduct a radio “Test Call” at the commencement of your shift, to ensure that your radio equipment is capable of both transmitting and receiving messages.  This test call must be with another user of RadioSafetyNet and not with either the Police or the CCTV Suite.  You are automatically logged on to the SafetyNet system when you turn on your radio handset.  If you have opted to be polled by the SafetyNet system simply depress the talk button once to indicate you are safe when polled by the system.

BREVITY
Air space is at a premium.  Do not waste space and endanger others.

During bust times the radio channel can become overloaded and message must therefore be kept short. Speak clearly and at a speed that will enable recipients to make notes of the relevant details. DO NOT GABBLE, GET EXCITED, USE SLANG TERMS OR TRANSMIT IN MORE THAN BURST OF 15 SECONDS AT A TIME. THE RADIO IS DESIGNED TO TERMINATE ANY TRANSMISSION THAT EXCEEDS 30 SECONDS.

STANDARD EXPRESSIONS
These will be used to save time and help avoid confusion during transmissions. It is essential that all users understand their meaning and become fully familiar with them.

Therefore use of the appropriate standard expressions will save time.

	EXPRESSION
	MEANING

	Affirmative
	Yes

	Go Ahead
	Pass your message now

	Negative
	No

	Over
	Transmission finished and you seek a reply

	Received
	Message received and understood

	Say Again
	Retransmit message

	Stand By
	Message is received and noted but I am not able to reply or deal with it at this time

	Out
	Transmission finished and you expect no reply


REMEMBER

BE ACCURATE, BRIEF AND CLEAR

If your transmission is not acknowledged change your position and check the state of your radio.

GENERAL

The contents of all messages handled by you are confidential; they are only to be communicated to other persons who are participating members of the LBAC Scheme and partnership.

Be aware that radio transmissions are not always secure and care must be taken to avoid the transmission of any material that could be of special interest or use to an unauthorised person who may be listening.

Please note that by joining RadioSafetyNet you agree to the recording of all transmissions by SafetyNet Command and Control Terminal and that recordings may be used as evidence in Court.

ASSISTANCE

Any person who is under physical attack or in imminent danger of being so must activate their “orange panic button” as instructed.

Any person requesting the urgent attendance of the Police or other participants at a given location must request Police support and state the reason for the request.

Anyone who hears a request for Police support should also be ready to assist if so required.

CCTV CONTROL CENTRE
They will be aware of transmissions and will, where operations demands permit, monitor incidents.  If you have activated the “orange panic” facility you will be able to talk directly to the CCTV control room.  They may at certain times decline to react to transmissions due to operational difficulties.

THE “IC” SYSTEM OF IDENTIFICATION

Operators should be familiar with the “IC” system of identification.

	IC1
	WHITE EUROPEAN

	IC2
	DARK SKINNED / MEDITERRANEAN

	IC3
	ARFICAN / AFRO CARIBBEAN

	IC4
	ASIAN

	IC5
	CHINESE / EURASIAN

	IC6
	ARAB / EASTERN


THE PHONETIC ALPHABET

Operators should be familiar with the phonetic alphabet.  Users are not expected to use the phonetic alphabet unless they wish to do so. A simple “A” for apple and “S” for sugar is quite acceptable.

	A  Alpha
	G  Golf
	M  Mike
	S  Sierra

	B  Bravo
	H  Hotel
	N  November
	T  Tango

	C  Charlie
	I   India
	O  Oscar
	U  Uniform

	D  Delta
	J  Juliet 
	P  Papa
	V  Victor

	E  Echo
	K  Kilo
	Q  Quebec
	W  Whiskey

	F  Foxtrot
	L  Lima
	R  Romeo
	X  Xray

	
	
	
	Y  Yankee

	
	
	
	Z  Zulu


THE RADIO HANDSET

Members of RadioSafetyNet are provided with a Kenwood 3160 portable radio handset, an extremely compact, simple to operate hand-portable radio that is being introduced as a standard product within UK Town Centres.  Features include CCTSS, DSC and emergency call mode to meet current standards.  The handset can be programmed to any frequency in the UHF band to allow either two frequency or single frequency simplex operation.  This will permit use of an existing internal store radio frequency alongside RadioSafetyNet.

USER TRAINING

LBAC provided training courses in the operation and use of RadioSafetyNet.  On site training can be provided for up to ten user representatives and six managers.  These training courses will be tailored to suit individual member requirements.  Training in hand portable operation will include:

· Receiving a call

· Making a call

· Making a test call

· Alarm activation

· Safety Polling

· Professional incident reporting

· Threat identification 

· Lone worker polling

· Charging and maintaining 

· Do’s and Don’ts

A FEW SIMPLE DO’S AND DON’T’S

1. DO hold down your press to talk switch for one of two seconds before you start speaking.

2. DO hold the radio two – three inches away from your mouth to avoid distortion.

3. DO speak clearly in your normal voice.

4. DO keep messages as short as possible.

5. DO keep the radio on your person at all times.

6. DO make sure the radio is properly charged overnight.

7. DO try to use the standard expressions listed.

8. DO NOT swear over the air

9. DO NOT enter into any trivial chitchat.

10. DO NOT make any racist, sexist or hateful remarks of any kind when using the radio

11. DO NOT allow any unauthorised person to handle or operate the radio.

SECURITY

If your radio is turned on and the volume button is sufficiently high you will be able to hear what’s going on.  If the volume setting is too high, the public will also hear.

Adjust the volume so that you can hear if you are called, but don’t allow radio traffic to be overheard.

Be discreet using the radio.  Your voice may be overheard by an accomplice of the target you are reporting, be careful!

Keep your radio safe.  Stolen or misplaced radios must be reported immediately (08709193674) – stun and revive capabilities will allow us to trace any stolen or misplaced radio.

Be careful what you say on the radio, criminals can scan messages.

Be sure your message content is suitable for transmission and don’t give out sensitive information that would weaken security generally or particularly.

FAULTY RADIO

Don’t panic.  First carry out a few basic checks and then report the fault to the Lambeth Crime Prevention Coordinator who will replace the handset (we always have replacement handsets available).

Check that the battery is charged and your radio is switched on to the correct channel.  If your radio appears to be working incorrectly, try moving to a new location. The place from which you are trying to transmit/receive may be a “blind spot”.  Report all “blind spots” to the Lambeth Crime Prevention Coordinator so that we can rectify the problem.

If having checked your radio and changed location, you are still transmitting and/or receiving a poor signal, send your message slowly and as clearly as possible. Spell out important words and frequently seek confirmation that your message has been received and understood.  If it is not essential to send your message by radio, then use alternative methods, such as the telephone.

CONTACT

Coordinator: Stephen Govier 

T: 08709193674.

DL: 02077334825.

M: 07818083388.

E: stephen.govier@lbac.org.uk

467-469, Brixton Road, London, SW9 8HH

LBAC MEMBERSHIP WITH RADIO SUBSCRIPTION FEE

Membership of the LBAC Scheme with radio (including target data file and exclusion notice scheme) is based on a weekly fee of £8.00 + VAT.

The fee is set by the businesses who are members of the scheme and is collected in advance, either annually or six-monthly by Lambeth Business Against Crime Limited.
METHOD OF PAYMENT

· Annually, in advance – Enclose Cheque for £488.80 (incl. VAT)

· Six-monthly, in advance – Enclose Cheque for £244.40 (incl. VAT)

· Monthly, in advance – Complete and return the STANDING ORDER MANDATE (£40.74 incl. VAT)
NOTE: All Cheques or payments should be made payable to LAMBETH BUSINESS AGAINST CRIME.

STANDING ORDER MANDATE

To:     
The Manager


……………………………………………..


……………………………………………..


……………………………………………..


……………………………………………..

Please debit my account as follows:

Payable to:

Lambeth Business Against Crime
Bank Details:

Lloyds TSB




East Dulwich Branch

364, Lordship Lane

LONDON, SE22 8NA

Sort Code: 30-92-89

Account Number: 1870050

Amount: 

£40.74

Payments Date:
1st day of month

Start Date:

Account to be debited:





………………………………………





………………………………………





………………………………………

Account number:   …………………………….    Sort Code:  ……………………

Authorised signature(s)
………………………………………………………..



             ………………………………………………………..

Print name(s)  
…………………………………………  Date:  ……………………



………………………………………….  Date:  ……………………
